
Waterfall Display (WFD) Analytics 

Spectrum analysis is a learned technical skill that must be     

mastered by every professional technical operator. It is simply 

not a task that can be undertaken by 

those who lack initiative, analytical 

training or substantial classroom and 

field experience. The RF spectrum is 

a dynamic and very challenging work 

environment for the Technical     

Security Specialist (TSS) TM as       

defined by the TSB 2000 (Technical) 

Standard TM. In a modern moving 

target threat model, experience is 

just the beginning of the problem and often is not enough to 

properly characterize complex signals. Modern wireless signals 

are elusive and often hidden within complex transport           

envelopes that carry multiple, extremely fast, and very complex 

modulation types. These elusive signals dance, wiggle, and   

wonder across the Ambient Radio-Frequency Spectrum          

Environment (ARFSE). The operator must therefore by definition 

of the problem, have multiple advanced resources available that 

enhance the typical spectrum analysis function. The typical RF 

Spectrum Display is a good start in the process, however, in a 

sweep mode, the RF spectrum is not always the best analytical 

resource for the technical operator. The vast majority of TSCM 

spectrum analyzers simply update too slow, to display complex 

burst signals and to add insult to injury, the operator’s eye-mind 

coordination is simply too slow to see, recognize and decide the 

importance of any particular signal, across the vast functional 

bandwidth or defined Range of Interest (ROI). 

The Kestrel TSCM ® Professional Software addresses many such 

deficiencies inherent to the spectrum analysis function. Of these 

advanced resources, our ability to capture and playback IQ,   

operate in a real-time Intermediate Frequency Broadband    

(IFB) TM mode, deploy signal-level burst detection,  and our 

somewhat hidden TSCM focused Waterfall Display (WFD) set of 

unique analytical resources, allow the technical operator to view 

and review captured spectrum events in a casual manner, with 

absolute clarity, by isolating Signals of Interest (SOI) consistent 

with human-factor perception. This clarity is part of a by-design 

innovation and operator centric approach. 

Waterfall Display (WFD) 

The Kestrel TSCM ® Professional Software provides the best 

possible analytical intelligence for the technical operator, over 

the significant limitations and reliance on the more commonly 

utilized RF Spectrum Display (RSD). Resources include advanced 

write-compression to bring analytical efficiency and an           

unprecedented level of clarify, by compressing thousands of 

captured traces into an operator manageable, few hundred   

analytical traces, referred to as Kestrel Super Traces (KST) TM. 

The above 900 MHz band image displays the default raw      

spectrum in waterfall view. 

The Waterfall Display (WFD) includes a decoupled and entirely 

independent TSCM reference-level capability, separate from the 

RF Spectrum Display (RSD). 

The above 900 MHz band image displays the same spectrum 

utilizing the Kestrel ® Reference-Level Offset feature to bring 

absolute clarity to the Signal of Interest (SOI) in waterfall view. 

From a TSCM perspective, this unique WFD Reference-Level 

Offset capability extends even further into the analytical process 

by providing the ability to separate and display unique signal 

events that overlay multiple signal events that often share the 

same spectrum allocation, such as WIFI, Bluetooth, ZigBee, SIG-

FOX, GSFK, and other such signal types. 
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Remember, in a Moving Target Threat Model the   

Technical Operator is the Spectrum Analyzer... 
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Canadian Technical Security Conference (CTSC) 

We are very pleased and excited to confirm that the 15th      

Canadian Technical Security Conference (CTSC) TM is back on 

track for 2022 after being postponed due to the COVID           

pandemic for the past two years. It is now time to get back to 

the task of professional development and networking with    

professional colleagues. 

For the first time in the history of this unique event, CTSC 2022 

will be hosted at the University of Calgary in the heart of Alberta 

Canada. The shift from Ontario to Western Canada opens up 

many exciting possibilities. The venue is located in the heart of 

the city of Calgary, with nearby hotel accommodations, lots of 

restaurants and pubs, and various tourist attractions. The   

downtown C-train provides easy transportation from the airport 

and around the city. 

The venue provides a comfortable and fully equipped classroom 

environment that facilitates a friendly; casual learning and    

networking environment that maximizes professional             

development. 

The CTSC event is scheduled to run from Tuesday April 26, 2022 

to Thursday April 28, 2022. This is a 3-day event starting at   

0830 hours each morning and finishing at 1630 hours. Morning 

and afternoon refreshment breaks, complement a provided 

working lunch during each day of the conference. A casual    

dinner is also included on the second evening of the conference. 

Our popular and light-hearted competitive bug-off event        

provides all participants with an opportunity to test their 

knowledge and skill with the latest TSCM equipment resources 

in our famous “bug” room, coordinated by “the office of evil 

intent”. 

All participants are welcome to join us in this rare hands-on  

opportunity to better understand the nature of the equipment 

utilized, and the various methods and techniques of deployment 

against the detection of modern espionage trade-craft. 

The theme for CTSC 2022 is; 

Defining the Challenges of a Modern Moving Target 

Threat Model: Exploiting the Advantages of a formal 

Technical and Cyber Security Program 

Kestrel TSCM ® Professional Software is innovative industry leading, disruptive technology, sold in 54 countries worldwide! 

Traditional security approaches have relied on the ad hoc      

application of Technical Surveillance Countermeasures (TSCM), 

Physical Security and Cyber Security concepts. Unfortunately, 

the resulting piecemeal approach to security is certain to leave 

gaps and weaknesses that will be found and exploited by a    

determined and resourceful attacker. At the  same time,        

advances in technology on both sides are creating seemingly 

infinite opportunities for attackers: 

Powerful tools for compromising information technology and 

communications systems continue to be developed and         

deployed; 

Sophisticated, surveillance technologies are available at low 

cost; 

Data can be collected from publicly available sources for use in 

an intelligence context (open-source intelligence); 

Social engineering approaches (with remarkable success) can be 

used to acquire information from an organization’s employees 

(HUMINT), induce them to make mistakes, or be used to spread 

misinformation damaging the organization’s reputation. 
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Kestrel is Founded on Real-World     

Field Experience... 
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