
Kestrel ® Optical Detection Sensor Technology 

There is a growing requirement for the deployment of optical 

spectrum analysis within a standards-based, modern moving 

target threat model. Photonic 

(optical) networks, LIFI technology, 

directed laser, and other optical 

based resources can be found across 

a wide range of commercial and 

threat actor deployed technologies. 

The optical search is complex and 

can be time consuming and is not 

well represented with reliable     

operator centric deployable tools at 

the industry level. In-fact, there are no TSCM industry focused 

best practices for the detection, localization and analysis of   

optical signals. 

The Kestrel TSCM ® Professional Software is a standards-based 

TSCM specific application developed under the TSB 2000 

(Technical) Standard TM and for the first time, addresses most 

aspects of known and developing optical and photonic threat 

technologies. The optical spectrum is a dynamic and very         

challenging work environment for the Technical Security        

Specialist (TSS) TM as defined by the TSB 2000 (Technical)    

Standard TM. 

Modern photonic signals are elusive and may utilize complex 

analog or digital modulation types. Multiple optical signals sum 

and can be extremely difficult to separate, as witnessed by   

combined ambient noise, authorized optical technology and 

potentially hostile threat actor deployed resources. 

These elusive optical signals may be present as a precision   

highly-directional component, or can be deployed in an optical 

flooding strategy for a wide range of commercial applications. 

The technical operator must, by definition of the problem,    

deploy multiple advanced optical detection resources and    

techniques that minimize the amount of time-on-target         

required. 

The ability to differentiate between various and potentially   

multiple optical technologies is a unique and highly complex 

TSCM requirement. 

The ability to fully integrate optical detection across the existing 

spectrum and waterfall display, utilizing the advanced capability 

of the Kestrel ® TSCM Professional Software. It takes hardware, 

software, innovation, and a powerful standards-based         

methodology to meet emerging commercial and threat actor 

deployed optical threats. 

Automatic Software Update Tool 

Never deploy another old release of the Kestrel ® TSCM              

Professional Software again! 

Download the latest new milestone in the Kestrel ® legacy. Our 

new Automatic Software Update Tool is simple to use resource 

to check for new software releases and feature updates, each 

time the software is initialized and a network connection is   

present. 

To  accommodate secure air-gap computers, the technical     

operator can simply add “inhibitupgrade” to the desktop 

shortcut command line, to prevent the software from             

automatically updating the software. 

This latest capability will significantly reduce the complexity of 

uninstalling and reinstalling new software releases, by taking 

control of the process. 

As a technical operator, it is essential to utilize the latest        

software features and resources. New technology, is released on 

a regular basis and the automatic update tool ensures that to-

day’s software is tomorrow ready. 

Download the latest “bridgehead.exe” file from the Technical 

Support Group (TSG) Resource Centre website and get started 

with our innovative industry leading technology. 

Canadian Technical Security Conference (CTSC) 

We are pleased and excited to confirm that the 15th Canadian 

Technical Security Conference (CTSC) TM is back on track for 

2022 after being postponed due to the COVID pandemic for    

the past two years. It is now time to get back to the task of    

professional development and networking with professional 

colleagues. 

For the first time in the history of this unique event, CTSC 2022 

will be hosted at the University of Calgary in the heart of Alberta 

Canada. The shift from Ontario to Western Canada opens up 

many exciting possibilities. 

Paul D Turner, TSS TSI 

Remember, in a Moving Target Threat Model the   

Technical Operator is the Spectrum Analyzer... 
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The venue is located in the heart of the city of Calgary, with 

nearby hotel accommodations, lots of restaurants and pubs, and 

various tourist attractions. The   downtown C-train provides easy 

transportation from the airport and around the city. 

The venue provides a comfortable and fully equipped classroom 

environment that facilitates a friendly; casual learning and    

networking environment that maximizes professional             

development. 

The CTSC event is scheduled to run from Tuesday April 26, 2022 

to Thursday April 28, 2022. This is a 3-day event starting at   

0830 hours each morning and finishing at 1630 hours. 

Morning and afternoon refreshment breaks, complement a   

provided working lunch during each day of the conference. A 

casual dinner is also included on the second evening of the    

conference. 

Our popular and light-hearted competitive bug-off event        

provides all participants with an opportunity to test their 

knowledge and skill with the latest TSCM equipment resources 

in our famous “bug” room, coordinated by “the office of evil 

intent”. 

All participants are welcome to join us in this rare hands-on  

opportunity to better understand the nature of the equipment 

utilized, and the various methods and techniques of deployment 

against the detection of modern espionage trade-craft. 

The theme for CTSC 2022 is; 

Defining the Challenges of a Modern Moving Target 

Threat Model: Exploiting the Advantages of a formal 

Technical and Cyber Security Program 

Traditional security approaches have relied on the ad hoc      

application of Technical Surveillance Countermeasures (TSCM), 

Physical Security and Cyber Security concepts. 

Unfortunately, the resulting piecemeal approach to security is 

certain to leave gaps and weaknesses that will be found and 

exploited by a determined and resourceful attacker.  

At the  same time, advances in technology on both sides are 

creating seemingly infinite opportunities for attackers: 

Kestrel TSCM ® Professional Software is innovative industry leading, disruptive technology, sold in 54 countries worldwide! 

Powerful tools for compromising information technology and 

communications systems continue to be developed and         

deployed; 

Sophisticated, surveillance technologies are available at low 

cost; 

Data can be collected from publicly available sources for use in 

an intelligence context (open-source intelligence); 

Social engineering approaches (with remarkable success) can be 

used to acquire information from an organization’s employees 

(HUMINT), induce them to make mistakes, or be used to spread 

misinformation damaging the organization’s reputation. 

| https://ctsc-canada.com | 
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Industry Leading TSCM Technology for 
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